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Agenda

. EDB 29 X|F Y
. EDB H2|=, Oracle @22Hd
. Transparent Data Encryption

(TDE) Deep Dive
. EPAS 15
. PostgreSQL 15
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EDB Postgres Advanced Server(EPAS)
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Data OfAZ

Profile and password 22|

SQL Injection 2=
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e Oracle datatypes, Oracle keywords, DBA_

USER_ views

e Packages, Autonomous Transactions,

Interval Partitioning, Optimizer Hints,
COLLECTIONS, Hierarchical Queries

e Oracle functions

DBMS_ packages
UTL_ packages



EDB Postgres
Advanced 15

OEDB

Merge with upstream PostgreSQL 15

o MERGE SQL command, Logical replication, and
backup and recovery capabilities

Transparent Data Encryption

More Oracle Compatibility

EDB tools are tested with EDB Postgres
Advanced 15

Builds for all supported platforms
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OEDB

TDE with EDB Postgres @

Shared Buff P
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Master Encryption Key

Encrypted on Disk
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Database File contents unintelligible
Even to system administrators
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e All Data files

O

O O O O

Tables
Sequences
Indexes

TOAST tables
System catalogs

OEDB

e Write Ahead Log (WAL)

e Temporary files
o tuplestore
o sort
o hashjoin
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o 2|2 E||0|E2| HIO|E (foreign

o CIO[EfHIO|A ZHE Lol
table)

HIECHO]E : pg_subtrans,
pg_xact, etc. o AMHZFICHZT

e PGDATAS| I} 0|2 5! I} o 2HFNIA (pg_hba.conf,
A| AR X postgresql.conf)
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KAE= 2| Mg

HTTPS-based APIs Oasis KMIP

e Amazon AWS Key o Thales CipherTrust Manager

Management Service (KMS)
e Google Cloud - Cloud Key
Management Service
e Microsoft Azure Key Vault




—lexible Architecture OpenssL
- Data Key protected by a passpnhrase

Wrap the Key Unwrap the Key (postgresql.conf)

/usr/edb/as15/bin/initdb -D ${PGDATA} / data_encryption_key_unwrap_command =

-y / 'openssl enc -d -aes-128-cbc -pbkdf2 -in %p'
--key-wrap-command="'openssl enc -e -aes128-
cbc -pbkdf2 -out %p'




—lexible Architecture
- Amazon Key Management Service

AWS KMS

Wrap the Key Unwrap the Key (postgresql.conf)

/usr/edb/as15/bin/initdb -D S{PGDATA} / data_encryption_key_unwrap_command = 'crypt
-y / decrypt aws --in %p --region us-east-1'
--key-wrap-command="crypt encrypt aws --

out %p --region us-east-1 --kms alias/pg-

tde-master-1’




~lexible Arcnhitecture
- Thales CipherTrust Manager

THALES

Wrap the Key Unwrap the Key (postgresql.conf)

/usr/edb/as15/bin/initdb -D S{PGDATA} / data_encryption_key_unwrap_command =

-y / 'python ./edb_tde_kmip_client.py decrypt --
--key-wrap- key-uid=... --in-file=%p'

command="python ./edb_tde_kmip_client.py

encrypt --key-uid=... --out-file=%p’




Data on disk without TDE

S hexdump -C 16416 | grep abc
0ooo1ffo 069 61 62 63 15 31 32 33 20 20 260
20 20 20 00 06 |. . .

insert into tbfoo values ('abc', '123");
INSERT 6 1

select pg_relation_filepath('tbfoo’);

S hexdump -C 16416 | tail -5

*

000oo1fdo 00 00 0O 00 0O 0O 0O VO el 02 00
00 060 00 00 060

00o01fed0 0O 00 0O 0O 00 VO 00 VO 01 00 02
00 62 08 18 60

000o01ffo 09 61 62 63 15 31 32 33 20 20 20
20 20 20 00 90 |. . o

00002000

pg_relation_filepath

base/5/16416

QEDB ;
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Data on disk with TDE

S hexdump -C 16416 | grep abc
S

S hexdump -C 16416 | tail -5

00001fcO c8 Of 1d c8 9a 63 3d dc 7d 4e 68
98 b8 f2 5e 0Ba c=.})Nh...*.|

00001fdo 9a eb 20 1d 59 ad be 94 6e fd d5

insert into tbfoo values ('abc', '123");
INSERT 6 1

select pg_relation_filepath('tbfoo’);

pg_relation_filepath

base/5/16416

6e ed 9a 72 8¢ [.. .Y...n..n..r.|

00001fed 7b 14 7f de 5b 63 e3 84 ba 6¢c e7
bo a3 86 aa b9 [{...[c...1 |

00001ff0 fe 4f 07 50 06 b7 ef 6a cd f9 84
96 b2 4b 25 12 |.0.P...]j

00002000

OEDB y
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Oracle
Compatibility
Nnv1o

OEDB I
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htp.address (
cvalue varchar2
cnowrap varchar2

cclear varchar2
H T p a ﬂ d H T ’: cattributes varchar2 );
htf.address (
NeW Oracle Style Package cvalue, cnowrap, cclear, cattributes
)

varchar2;

Consist of 88 procedures!

QEDB




DBMS_UTILITY.FORMAT_ERROR_BACKTRACE
VARCHARZ

DBMS_U TILITY
DBMS_UTILITY.FORMAT_ERROR_STACK

Expanded Coverage VARCHAR2

Now with support for 17
functions/procedures

Previously 15 functions/procedures

OEDB




e SQL
o MERGE Syntax (where Af27}5)

O b ‘ - UPDATE..SET ROW ¢
COmanbmJ[y e Functions

o rexp_like (PostgreSQL 15)
from_tz

to_timestamp_tz

to_clob, to_blob, to_nchar
to_multi_byte, to_single_byte

New supported SQL and
functions

O O O O

OEDB )




PostgresSQL
15

OEDB i
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PostgresSQL 1o
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e Sorting A% : Order by, 24 g4 MSIHM
e Log &= : JSON o
e Public Schema : Public A2|010j]| QEHNIE 44 A| Aot TQ

o HHH HHO] : pg_start_backup -> pg_backup_start,

pg_stop_backup -> pg_backup_stop




U=J|s : WAL (LZ4, Zstandard) , pg_basebackup (LZ4, zstd)
o QA

HA S : C|A3 7|5 -> MR oA X2




DB Docs

Detailed documentation

Transparent
Data Encryption

DIFFERENCES FROM POSTGRES

WITH ENCRYPTED FILES

UPGRADING

Advanced Search
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